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Z& 2 Windows 2000/XPOl Al Device Driver®il tHiet 2ot 2ME J|=5t
HATIIALZ2 A THE 20f SHESHCH XIY JIAL0 Ol & 2HMEQI e
Ct2 20X+ StCh. X A MM OtXsez AH2 A& F2EIF Access
Control Lists(ACLs)0l =0l 0 2201 oA HX EI|2 ohAt.
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H® objectl Security Descriptor= objectE 2te= &0 2o MA T
SO0 ASorALCE WetAl Driver0il M loCreateDevice or
loCreateDeviceSecure&=E AIZ0t0 device objectE 2t= [ system2
Device object0l CHoll security descriptor& St=21 object®l CHoll ACLsE
SetstCt. 2l HEEZ2 CIHtoIAZ0 ol = ACLs= INF filetl HAIE

O RUACH

Device objectlil ACLE setote= 28 =2 =2l 3JHAIJF QUL
a. set in the default security descriptor for its device type.
b. RtlCreateSecurityDescriptor and RtISetDaclSecurityDescriptorgt =2
At= StCY.

c. Specified in Security Descriptor Definition Language(SDDL) in the
Device’s INF file or in a call to the loCreateDeviceSecure routine.
PE M=Z& drivers2 inf filell ACEES ™ Alot= SDDLEAIS AI=36HHOF
StC}.

SDDLS SDKOil XiAI3l 91201 SI01QAXIQH 2HEH51 MBS (e 20
“D:P( ::Access;;;S|D)(+++)”
A: Allow GA: All SY: System
D :Deny GR: Read BA: Built—in administrator group
GW: Write LA: Local administrator
GX: Execute/traverse WD: World(everyone)
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=, 422 SDOL string2

D:P(A:;GA::SY) (A GR: WD)

System2 2= accessE & == UL everyone2 Al read accessBt Jts
ot Al &tCt.

OlZ Al objectOl setE ACLE JtAIL2 HEH Security checkOl OIFXHXl=
XE LOtE2 At

H™ processIt H{™ objectOll CHSt = R+otH systemE object
ACLZ} caller’s access tokenlWi 2l SIDE H| w tCt,

It
ru

Ol= Jim’'s process)t E& file2 openg [ HY security checkOl

S92
20U=XNE 23t

Allow Accounting Write, Delete

Allow Sales Append o
Deny Legal Append, Write, Delete File's ACL
Allow Everyone Read

Group | Accounting(S—-1-5-22--) Token for
Group | lLegal(S-1-5-23:)

Group | Everyone(S-1-1-0)

Jim’s

User |Jim(S—1-5-21--") } Security

process

File object2l ACL1} Access TokenQ Hlie sl €2 =MZ 0I2HA

a. User JimOll diEdl= File's ACLSl entryE X AFSHCE JimOil CHSt
EntryJt S8 E s 2 XNEstlh.

b. Accounting groupOll HE3t= File’'s ACL2l entryE X AFSHCE,
Accountingll CHoH M  Write, Deletedt allowd O U222 Jim's
process= fileOil tHoll &E2& = UL

c. comparison2 stop.

12 ACL's ACEs E2 &4 top—-down=2 2 checking0l 0|2 X2
Checkmg; M match&l= 240 €AE A stopstCh, el &4t

Deny ACEE ™M At

Ct&2l 0ll= Restricted TokenOl CHS8t ACL checking0l HHEH Ol XI=Jt
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E LIEFHCY.

Allow Accounting Write, Delete

Allow Sales Append

Deny Legal Append, Write, Delete File’s ACL
Allow Everyone Read

User Jim(S-1-5-21--+) Deny Security
Group | Accounting(S—-1-5-22--) Deny Token for
Group | Legal(S-1-5-23--) Deny Jim’s
Group | Everyone(S-1-1-0) process

ANAEIE ACLYE Restricted tokenOff CHet HIWE O|&2l non-restricted
tokenlt &2 &Aooz SO S, CHE &2 restricted tokenlf 0l U=
denial SID= ACLUOI /U= Deny ACESLLZH match & = UL
<XME L2 File objectel ACLYt restricted Token2l Hluw= CtEt
MZ OI|F 0 &ICH.

a. User JimOll diEdt= File's ACLLl entryE X AFSHCE JimOl CHSt
EntryJt G282 s 2 XNEstlh.

b. Accounting group0ll HE3t= File’'s ACL2l entryE X AFSHCE,
AccountingOll CHot M HI= ACEJL =MotXICt denyJdt OtLIEZ Ci2
oz XHSHCE,

c. Legal group SIDOl CHGHA File’'s ACLE deny entryE JHAlLD UALE
2 matchJt OIFHAICH [etM process= oY fileOll CHOHAM write,
append, deleteE =g =+ QIC}.

d. comparison2 stop.

M
ro
[

Olae=2 & JtXl access tokenOll CHSt access comparison0l HEH Ol F
o X=JtE EUCEH 0 HEUHA AFE2E ACLOI Tiol SC 202Xt

ACLE O{d objectOl HZE security & HOHGHI| IoH o/sOl 2IdH M4
= ACEESl 2IAEO0IC 0l ACEQl EME & ¢ AHEX}.
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ACE Size ACE flags ACE type
ACCES_MASK
Security Identifier

Access Control Entry

=R ELE = ACE typedt ACCESS_MASKE 8t H &S At.
ACE type2 ISt &L,
e ACCESS_ALLOWED_ACE_TYPE - this indicates that the ACE
specifies access rights that are to be granted to the specific SID.
e ACCESS_DENIED_ACE_TYPE - this indicates that the ACE specifies
access rights that are to be denied to the specific SID.
e SYSTEM_AUDIT_ACE_TYPE - this indicates that the ACE specifies
auditing behavior.
e SYSTEM_ALARM_ACE_TYPE - this indicates that the ACE specifies
e alarm behavior.
o ACCESS_ALLOWED_COMPOUND_ACE_TYPE - this indicates that the
ACE is tied to a particular server and the entity it is impersonating.

ACCESS_MASK Z =0 CHoll & H=Z Xt
ACCESS_MASKE= S8t typel| objectOll CHSF access EEE D | 2
ol AtEStCt. 32bitsQ 22 AN F Bz F=g = Usd &«
16bits= Windows NT2| Z2E objecttl 3 el

| 16bits= object type Ol et CHEA &

Generic Rights | Standard Rights Specific Rights

Generic Rights= programmerJt & H AtEZotI| fet 0l G382 g =

otLtE JHE = ULh

e Read- the ability to “read” the information maintained by the object

o Write — the ability to “write” the information maintained by the object

e Execute — the ability to “execute” or alternatively “look into” the
object.

« A//— Read, Write, and Execute privileges.
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Programmer® A8t Generic Rights= O/SOl 2/ai CtS<2l Standard Rightsgt2 &
B1& =,

Specific Rights= object type0fl et &018t0l file object?! A9

Delete — the ability to delete the object

Read control — the ability to read the security information for the
object

Write DAC — the ability to modify the “discretionary access control”
for the object. We discuss discretionary access controls later in
this article (Part I1)

Write Owner — the ability to modify the “owner” for the object. We
discuss the concept of ownership later in this article (Part II)
Synchronize — the ability to use the object for synchronization. This
allows the caller to “wait” on the given object.

=
rr
[

S &2 s JtE = UL

FILE_READ_DATA - the right to read from the file object.
FILE_LIST_DIRECTORY -the right to enumerate the contents of the
directory.

FILE_WRITE_DATA —the right to write data to the file.
FILE_APPEND_DATA - the right to append data to the end of the file.
FILE_ADD_SUBDIRETORY - the right to create subdirectories.
FILE_CREATE_PIPE_INSTANCE - the right to create an instance of a
named pipe.

FILE_READ_EA - the right to read the contents of the “extended
attributes”.

FILE_WRITE_EA - the right to write the contents of the “extended
attributes”.

FILE_EXECUTE - the right to execute the file.

FILE_TRAVERSE - the right to access specific elements contained
within a directory. Note that this differs from FILE_LIST_DIRECTORY
because to traverse you need only know the name of the specific
element being accessed.

FILE_DELETE_CHILD - the right to delete an entry within a directory.
FILE_READ_ATTRIBUTES - the right to read the attributes of the file.
FILE_WRITE_ATTRIBUTES - the right to modify the attributes of the
file.
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MO Z ACLOI CHoHA AIHE U] processIt HE objectE & 2ot DAt

| £ 8320

P [ tokendt ACLE Ol&ot0d HHEH ACCESS checkOl Ol XI=XIE
SHotAH 2BUALCH OS2 Ho ZEWA= File=2 creates M 2XHE2=Z
object manager, I/O MangerJt Driverdt 22t {™ security checking2 &
got= X0l CHol M 0t 2 2L},
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